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Cloudflare Zero TrustE ADififr&LTIXRoadmap to Zero Trust®

TEI

WHAT

é CLOUDFLARE

Verify every login & request

How

=

Firewall protected
private routing

\

DDoS protected
reverse proxy

In-browser
terminal

|

Identity
proxy
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Self-hosted apps

Internal IPs

H ® & hostnames

ok
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https://zerotrustroadmap.org/
https://www.cloudflare.com/products/zero-trust/zero-trust-network-access/
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Cloudflare
Device

Device orchestration Zero Trust account

Gateway

WARP client # DNS proxy ¢—————DoH—————P DNS resolver

) Virtual interface @———Wireguard———————p» L3/L4 firewall ———————p Application

ZH8) Cloudflare Docs - WARP architecture
Cloudflare Docs - WARP with firewall
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https://dash.cloudflare.com/
https://developers.cloudflare.com/cloudflare-one/setup/#start-from-the-cloudflare-dashboard
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¥ Cloudflare Zero Trust

Choose your team name

Your team name creates a unique domain for your Cloudflare Zero Trust account.

Don't worry — you can change this later.

Team name .cloudflareaccess.com

Cancel and exit
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ZM8) Cloudflare Docs - Seat Management

) Cloudflare
7 Access

syatsuzuka.cloudflareaccess.com

Warp Login App

Sign in with:
&> Azure AD - Azure AD

Get a login code emailed to you

Email

{ example@email.com ]

¥ Cloudflare Zero Trust


https://developers.cloudflare.com/cloudflare-one/identity/users/seat-management/
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https://one.dash.cloudflare.com/
https://developers.cloudflare.com/cloudflare-one/identity/idp-integration/#docs-content
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CLOUDFLARE

& Back to add a login method

Add Azure AD

Name (Requi

Unique name to identify this identi

provider in the login page.

Azure AD

Application 1D Recuie

Application secret [

Directory ID (fequred)

Azure cloud

Default v

Proof Key for Code Exchange (PKCE)
Disabled
PKCE is an extension to the Authorization Code flow that prevents Cross
Request Forgery (CSRF) and authorization code injection attacks. Only
if your identity provider supports PKCE for confidential cints.

Support groups
Disabled

Allow Zero Trust to collect group information about your users. The feature
requires the Read All Groups permission in your lst of Azure AD application
permissions.

Enable SCIM  Beta

Disabled
System for Cross-domain Identity Management (SCIM) allows for automatic
of d b your identity provider and Access.

REF A EDERTE - Microsoft Entra ID

Instructions for setup

Microsoft Azure AD®

Support v 2w

You can integrate Microsoft Azure AD® (Active Directory) with Cloudflare Zero Trust and build policies based on user identity and group membership. Users will authenticate to Zero Trust using

their Azure AD credentials.

Set up Azure AD as an identity pro

1. Obtain Azure AD settings

The following Azure AD values are required to set up the integration:

Application (client) ID
Directory (tenant) ID

Client secret
To retrieve those values:

1. Log in to the Azure dashboard.
2. Navigate to All services > Azure Active Directory.
3.In the Azure Active Directory menu, go to Enterprise applications

4. Select New application > Create your own

5. Name your application.

o

~

Microsoft Entra IDfAl#&4E(X. =
LE5IZEEEDFIEEZ SV
F2I+E9 HY, LLTF Microsofttt d
N—UBEEEOABTECS
BUV-=1EITEd,

. Select Register an application to integration with Azure AD (App you're developing) and then select Create.

. Under Redirect URI, select the Web platform and enter the following URL:

You can find your team name in Zero Trust under Settings > General.

Search resources, services, and docs (G+/)

Home > 265

registrations

Register an application

The user-facing display name for this application (tis can be changed later)

Cloudflare Access

Supported account types

Who can use this application or access this API?


https://learn.microsoft.com/ja-jp/entra/identity/enterprise-apps/cloudflare-integration
https://learn.microsoft.com/ja-jp/entra/identity/enterprise-apps/cloudflare-integration
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SRR A E D ERE - Microsoft Entra ID
ANRE BEAR BEH
Name SSOMLoginR—U TRIRT DA FH “Microsoft Entra ID”
Application ID (Microsoft Entra IDM5EREF) XXXXXXXX-XXXX-XXXX-XXXX-XXXXXKXXXXXX
Application Secret (Microsoft Entra IDASERS)
Directory ID (Microsoft Entra IDM5EREF) XXXXXXXX-XXXX-XXXX-XXXX-XXXXXKXXXXXX
Azure Cloud E ADefaultzEiR “Default”
Proof Key for Code CSRF (Cross Site Request Forgery)# & U EREEa—HNnjection®[g] “Enabled” | “Disabled”
Exchange BO=ODA T3y
Support groups Zero Trust1—H—IZH 55 L—TJAMERD S “Enabled” | “Disabled”
Enable SCIM SCIM (System for Cross Domain Identity Management)® F| A “Enabled” | “Disabled”
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"OOXRAL ID EELXTL (SCIM) EIE,ID FAAEIT SR TLDETITS
aA—Y—ID IFHRDKBEEBIL T D= DA —TH4EET ORI/ TS, SCIM
AT NIE, AMEE (HCM) SR TALIZEMNSIN-REEDTHIO R, tEE
[Z Microsoft Entra ID #7=13 Windows Server Active Directory [Z&>THE#Y
[ZIERT BENTEFY . A—HY—DEMRLLVTOT7AILIE 2 DD X T L
TRIBZHATBD T, Aa——DKREF/IEREIDEEIZE DNV TA—H—DE
FTELVEIBRESITTPONET "
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https://learn.microsoft.com/ja-jp/entra/architecture/sync-scim
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s Cloudflare
7/ Access

Your connection works!

Below is the user identity we will use to check against your rules.

{
"name": "Yatsuzuka Shunjiro",
enail”:
"amr": [
"pwd",
"mfa"
1
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Cloudflare Dashboard~®MR:E(Z. Cloudflare Zero Trust CIEEL1-SSO%FEHEHE 3
CEMA T ELTHREERYET,

lzl"Flj:Dashboardf\O)TOt'Z( Zero Trust?®)SSOZ&EHD L. Zero Trust®Launcher
(7 T)r—2a &8k LA A—D T,

%) syatsuzuka.cloudflareaccess.com o

Welcome

ﬂ & Search for apps D

iperf3 SSH SSO App Test




CLOUDFLARE

A A R—F DSSOZE £k
LI FIZCloudflare Dashboard(ZSSO& @A A mNnERRLET,
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M, Settings > Authenticationz /') v%
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https://one.dash.cloudflare.com/
https://developers.cloudflare.com/cloudflare-one/applications/configure-apps/dash-sso-apps/#docs-content
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syatsuzuka.cloudflareaccess.com
Log in to Cloudflare SSO App
Sign in with:
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&> Azure AD - Azure AD
Get a login code emailed to you
Email
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Cloudflare TIX & OV IEHET—2 Yk 1EWSH THERD SIEM (Security Information and Event
Management)$L<IZLMS (Log Management System)~§5ix 9§ 5 EMAIRETT,
R DA EELTIIKREL, LogpushiadIc&kbEriE L Logpulll2k bRk (UG MEITFTNET,

Cloudflare
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LIFIZLogpushlZkHAT EEDRNIZDOVT, BASETLVZEFT .

M5, Logs > Logpushx2')ws
Connect a ServicerRFZE91)v49
AADIEBEBZHEFEL. NextiRa %91 )Y
04 1E$REHE NI SStorage ServiceZER

*APIZZFI W12 ET, KYTLF LT IVGEREMNAIREE Y ET,
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https://one.dash.cloudflare.com/
https://developers.cloudflare.com/cloudflare-one/analytics/logs/logpush/
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Logpushi%E
T—45tyk M=
Gateway DNS Cloudflare Gateway TH#tH S F-DNS Query{&E#k
Gateway HTTP Cloudflare Gateway TH&RH SN FHTTPY VT Xk
Gateway Network Cloudflare Gateway Tt S =Ry T —2 /4y MESR
Audit Logs Cloudflare Access# i L1z 3251 N MEHR
Access Requests Cloudflare Access TIRES NIz A ~ATHTTP YT R+
CASB findings Cloudflare CASBTHERRENF-EFa T4 a—
Devise Posture WARP% 547> b Z&kZDevise Posture R T—2 X1k
Session Logs Cloudflare Gateway TProxy&hf=rvbDJ—o+yiarny

Z:M8) Cloudflare Docs - Zero Trust datasets



https://developers.cloudflare.com/cloudflare-one/analytics/logs/logpush/#zero-trust-datasets

CLOUDFLARE

Logs

Logpush - Account-scoped datasets

Have logs of Cloudflare traffic uploaded to a destination of your choice. Logs are pushed to your destination in

batches as soon as possible.

Service

R2 Object Storage

R2 Object Storage

R2 Object Storage

R2 Object Storage

R2 Object Storage

R2 Object Storage

Data set

Access requests

Gateway network

Gateway DNS

Gateway HTTP

Audit logs

Path

cloudflare-zt-sessionlogs

cloudflare-zt-accessrequests

cloudflare-zt-gatewaynetwork

cloudflare-zt-gatewaydns

cloudflare-zt-gatewayhttps

cloudflare-audit-log

Status
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$ curl -s -g -X GET
"https://api.cloudflare.com/client/v4/accounts/${CF_ACCOUNT_ID}/
logs/retrieve?start=2023-05-04T16:00:00Z&end=2023-05-06T16:0
0:00Z&bucket=${CF_LOG}&prefix={DATE}" \

-H "X-Auth-Email: ${CF_EMAIL}" \

-H "X-Auth-Key: ${CF_APIKEY}" \

-H "R2-Access-Key-Id: ${R2_ACCESS_KEY_ID}" \

-H "R2-Secret-Access-Key: ${R2_SECRET_ACCESS_KEY}" | jq.

S 8)

/_// VABAY


https://developers.cloudflare.com/logs/r2-log-retrieval/
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CloudflareTIZ&#EOY [ZJSONT+—
IYrTHAINET,

GROHIE. DLPTHREAIN ., IEESNT=
Firewall PolicyTcOvo&h-04 04l
EHYET,

{
"Datetime": "2024-04-05T00:21:44Z",

"AccountID": "<Account ID>",
"Action": "block",
"BlockedFileHash": "",
"BlockedFileName": "<unknown file name>",
"BlockedFileReason": "unknown",
"BlockedFileSize": O,
"BlockedFileType": "",
"DestinationIP": "2404:6800:4004:828::200e",
"DestinationPort": 443,
"DevicelD": "<Devise ID>",
"DeviceName": "WindowsPC",
"DownloadedFileNames": [],
"Email": "<Email Address>",
"Filelnfo": {
"files": [

"direction”: "upload", )
"file_name": "<unknown file name>",
"file_hash":

'02e‘|317?399a5é0261172ba96490e40f5eOe78fcf6d7d5fa93152f7bbaad4b16d",

"file_size": 23367,
"content_type": "application/vnd.chrome.ukm",
"action": "block"
}
}]
"HTTPHost": "clients4.google.com",
"HTTPMethod": "POST",
"HTTPStatusCode": 302,
"HTTPVersion": "HTTP/2",
"Islsolated": false,
"PolicylD": "afd4ad33-a437-44f8-8ebc-a0cfb40ficbe",
"PolicyName": "Test - DLP",
IlRefererll: lIIl,
"RequestID": "1f4d3b16ff00001f0f0824f400000001",
"SourcelP": "60.118.112.139",
"SourcelnternallP": "",
"SourcePort": 51260,
"URL": "https://cIients4.google.com/ukm",
"UntrustedCertificateAction™: "none",
"UploadedFileNames": [],
"UserAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36",

"UserID": "<User ID>"
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https://developers.cloudflare.com/logs/log-explorer/
https://developers.cloudflare.com/logs/log-explorer/
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Device Enroliment Permission?) E &

Device Enrollment Permission(d. WARPD Team~D7 It A& AI T 53R
A—Y—ZEEI DFETI .
UTICEREDRNEEH N -LET,

Zero Trust¥ v a/R—Kh 5, Settings > WARP ClientA7 o+t X

Device enrollimenth—km 5, Manageh 2 &Ik

Rules#” TAccess policies (EDA—HF—B oD T /N1 XM Zero Trust
IRIEANDEMRZIFIMNEESRE o .
Authentication2”7 T, A —% —MF| AT gE7Fidentity providersZ: &R
SavehR2 &) vy

Z )


https://developers.cloudflare.com/cloudflare-one/connections/connect-devices/warp/deployment/device-enrollment/

CloudflareE#fiflE < é .
CLOUDFLARE’

Device Enroliment Permission?) E &

Device enroliment rules

These rules do not impact permissions for any of the applications behind Access.

Rule name (rRequired) Rule action (Required)
[ members| D ‘ Allow v
Include
Selector Value
Emails ending in v ‘ @domain.com

+ Add include + Add require + Add exclude

Assign a group showing 7-1
Assign a group to your application to enforce a set of predefined rules.

Q Search

Name

test Include v
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Device Enroliment Permission?) E &

Rules Authentication

Identity providers Learn more

Accept all available identity providers

Manually select identity providers users can use to connect

Deselect all Select all

4 Azure AD o & One-time PIN

dkkk

Instant Auth
Skip identity provider selection if only one is configured
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WARPOZAT7 DAV A= IILDFRENELTIZRELET

AARZLIV—EEBAE Z Cloudflare~ (AT arIL)

Zero Trust® v aiR—FkE M5, Settings > WARP ClientA72+X

Install CA to system certificate storeZz & 351t

WARPOSAFIMES I O—ED L AV AR—IL

Zero TrustDTeam~T /\{ A% \ _
AARZLFEBAZEN 7 YT A—F SN TUWVEWSESI(ZIE, T4 I/LED Cloudflarei
BRENA 2 A—ILENFET,

AV RA—ILENT-EEAED

N

fg)


https://developers.cloudflare.com/cloudflare-one/connections/connect-devices/warp/user-side-certificates/custom-certificate/
https://developers.cloudflare.com/cloudflare-one/connections/connect-devices/warp/download-warp/
https://developers.cloudflare.com/cloudflare-one/connections/connect-devices/warp/deployment/manual-deployment/#enroll-a-device-manually
https://developers.cloudflare.com/cloudflare-one/connections/connect-devices/warp/user-side-certificates/install-cert-with-warp/#view-the-installed-certificate
https://developers.cloudflare.com/cloudflare-one/connections/connect-devices/warp/user-side-certificates/install-cert-with-warp/
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WARPYZSAT7UrDAA—IL - WARPIZKSFEBAZE DA A +—)L

HTTPScZ24vo D Fxv% (TLS Decryption). Data Loss Prevention, 7> F 7«
JLARF =24 Browser Isolation&W o=t 2 To#eEZFIAT BIZ1,
CloudflareDEEBAZE S ENBELELGYET,

T RIS T TINARIZWARPOSA T U REA LV AM—ILT BREIZIE, SIBHEL B &N
DAR—ILENFET M. BENASILIEKRIZWARPYSA T U EA VA M— LT BEIZIE.
NILELLGYET,
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https://developers.cloudflare.com/cloudflare-one/connections/connect-devices/warp/user-side-certificates/install-cloudflare-cert/
https://developers.cloudflare.com/cloudflare-one/connections/connect-devices/warp/user-side-certificates/
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WARPISAT7 DAV A—IL - AL A =)Lk

LUTRaTURTH AL UMM U RM— LN ETBE T (MBI DUV TIE Y420V TRt Applett 2BV A HELEEL)

(Windows)
PS> msiexec /i "Cloudflare_WARP_Release-x64.msi" /qn ORGANIZATION="your-team-name"
SUPPORT_URL="http://support.example.com"

X ZFFADOPCERIEIZL->TIE, v FELsiexec TIELEL  WARPOMSIZ7A LEEEFUVHE T ETEA VAN —IILEN D —IA L FEE
NTHYZET, 225 . ORGANIZATIONES KUSUPPORT_URLIZA T3+ IILTHY . AV A— )LIZIZTEMNBZEAEETY .

(Mac)
$ sudo installer -pkg <WARP/ w4 — D71 )L> -target /

S
Cloudflare Docs - Install WARP
Cloudflare Docs - Manual deployment



http://support.example.com
https://developers.cloudflare.com/cloudflare-one/connections/connect-devices/warp/deployment/mdm-deployment/#install-warp
https://developers.cloudflare.com/cloudflare-one/connections/connect-devices/warp/deployment/manual-deployment/
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2023FENMABBFRIZHLTIL, WARPIFLUTQRRGEN—a v BEEBMNGEIN, — DD TS F THRGAL T
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https://developers.cloudflare.com/cloudflare-one/connections/connect-devices/warp/download-warp/
https://developers.cloudflare.com/cloudflare-one/connections/connect-devices/warp/deployment/mdm-deployment/
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WARPYSA T bDA2 A — )L - b B Firewallz% E

WARPZ ZH|HENAEIZIE. LTFREF AV TR ESN - R—M X3 BFirewall
RE GBI DPDBEELGYET,

)


https://developers.cloudflare.com/cloudflare-one/connections/connect-devices/warp/deployment/firewall/#warp-ingress-ip
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IE/E{J“\%;_VPNtd)fi‘#ﬁ”&f*ﬁﬁd)%é(:(d:DlTaQE@m:'C@EM’E’&_EEE BTN E

<VPNHlIE}5E > )
H—R/\—F4—VPNIZETRR TR R LD E L
H—K/\—FT1+—VPNIZEITBHDNSEEE 57)11
<WARPHIELE >

VPNCFIFEN BT T4 R—FPER T YR # L TR

VPND LR AR R T b2 R L TERS} \

(A7 3FIL) VPNOTSAR—LDNSTRAAIEERIE =L\ AL %ZLocal Domain
Fallback TIsE

)


https://developers.cloudflare.com/cloudflare-one/connections/connect-devices/warp/deployment/vpn/
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WARPIZATURDAVAR—)L - LA —VPNEDHEH

Other parameters - optional

@ Enable DNS servers

DNS server 1 IP address

The IP address of the DNS server to use. There are no default DNS servers.

DNS server 2 IP address

The IP address of the DNS server to use. There are no default DNS servers.

@ Enable split-tunnel Info

H—K/IS\—FT4—VPNDRATY YR RILDERTEA A —
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WARPIZA 72D A2 A+—)L - WARP to WARP

WARP to WARPZRHWAZ LT, PCREl D Peer-to-PeeriEfna L T A2 EM AT RES
HYE9,

|

: PC {RAELAN PC

: ) (100.96.0.0/24) (WARP)
|

£ M) Cloudflare Docs - Create private networks with WARP-to-WARP



https://developers.cloudflare.com/cloudflare-one/connections/connect-networks/private-net/warp-to-warp/

CLOUDFLARE

WARPYSA 72 bDA42 X+—JL - WARP Connector (Beta)

WARP ConnectorzAL\AZ & T, cloudflaredZzUIZ, £7-. ERIDOPCIZWARPZ%
AVAR—=IILT BT LG BRI SBOBENATEELGYET,
(f=1=L. SBEEIZIXService TokenMFIFHESNST=H . I —H —DHEENTEFEEA)

Subnet 10.0.0.0/24

Cloudflare

Subnet 192.168.1.0/24

192168.1.97

-]

SIP Phone
192.168.1.100

-{JE]

SIP Phone
192.168.1.101



https://developers.cloudflare.com/cloudflare-one/connections/connect-networks/private-net/warp-connector/
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Zero TrustA{ 2V REAADAG A

A=a—/\—mi5, Cloudflare®AITI—I DT LAV %)V
RETAAVED )Y
Preferences > Accountz4')w%
Lo in with Cloudflare Zero Trust#:EiR
%#LF-Team&% AN
Team’C’&ﬁéz‘rL’CL\%)m SR TYTEENE
> CHRADOTINAANF—LIZEEFEIN ., Zero TrustDRY S —AEHINET,

Z )


https://developers.cloudflare.com/cloudflare-one/connections/connect-devices/warp/deployment/manual-deployment/#docs-content
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WARPOZAT7 DAV AR—)L

Device Enrollment Permission® E &
WARPO A7 DA AR—IL

Zero TrustA 2V RAVAADOT A2
WARPYISA 7 DRI TE

09 DiER

T D FEFRE
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WARPYSAT7 LD EFMERTE
Settings > WARP Client®Device Settingsh\i, &34 7 U M ¥ HEMERE
EITOEMEIBETT

Configure settings

ZHEKIZEITHEWARPDEEGEEE I § 555
€

(REREA T —XIZHTIL LockZE4 9
EDVHESE)

Captive portal detection

Allow the WARP client to turn off for a set amount of time when a captive portal is detected. This enables users to connect to hotel, airplane, or ot!
WiFi networks.

Mode switch

Allow users to manually switch between Gateway with WARP and Gateway with DNS. This enables users to turn off the WA

I Lock WARP switch

RERBOLOIFEBT VI T— EFT
ST BLEHER

Prevent users from turning off the WARP switch and disconnecting the client.

Allow device to leave organization

If enabled, users who manually join their device to the organization are allowed to leave the organization.

WARPZ#FRE . —ERERICES THR
LS8R E

Allow updates
Allow local administrators to receive notifications on available updates for the client, and to initiate the updates.

Allow the WARP client to turn on automatically after a specified amount of time.

Auto connect
pisabled (I




CloudflareEfHifisa < é
CLOUDFLARE'

WARPZA47 2 D FHMERE

Service mode

— > — N
Choose how you want the WARP Client to be configured 707 ,r /\ - lN * ‘y IN '7 _7 ' = & (-J- é %
) AL 273 :;& S
@ Gateway with WARP H ” ﬁq: 4 0) nX E
All traffic is encrypted by Gateway. This mode is required if you want to enable HTTP rules, Browser Isolation, Anti-Virus scanning and DLP. (?& 5,;R 0) Resolver POI i Cy—G:b %’E 11;1 0)

O Gateway with DoH

: - : B ARELEYET)
Only DNS traffic is encrypted by Gateway. This mode only allows for DNS policies to be enforced. HQ E A ﬁ E 7“&

© Proxy mode

Gateway only encrypts traffic sent to the localhost proxy. Does not process DNS traffic.

Local Domain Fallback

Manage
Configure Cloudflare Zero Trust to ignore DNS requests to a given list of domains. These DNS requests will be passed back to other DNS servers configured on existing network interfaces on the
device.

Split Tunnels

Configure Cloudflare Zero Trust to exclude or include traffic to a given set of IP addresses or domains. Any traffic directed to an excluded destination will be handled by the local machine. Use
wildcards to match against multiple subdomains at the same time.

O Include IPs and domains

@® Exclude IPs and domains

Directly route Office 365 traffic

Exclude Office 365 traffic from going through Cloudflare Zero Trust. To enable, Split Tunnels must be set to exclude IPs and domains. Office 365 ent
every hour but will not be visible in the Ul. View IPs from Microsoft's official list.

WARP® /\ A /\RAE%5E
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CLOUDFLARE’

WARPOZA4 7 D FlERE - Split Tunnel

CLOUDFLARE

& Back to Profile

Manage Split Tunnels (exclude)

Configure Cloudflare Zero Trust to exclude or include traffic to a given set of IP
addresses or domains. Any traffic directed to an excluded destination will be

handled by the local machine. Use wildcards to match against multiple
subdomains at the same time.
Learn more

Selector |

{ IP Address

Value

[ ;

Description (optional)

additional info

[ o

Save destination

Your Split Tunnel entries (exclude) showing 1-16 of 16
View and manage the IPs and domains Cloudflare Zero Trust excludes.

Type 1

@) address
(J  address
() address
(J  address
@) address
(J  address
(J  address
(J  address
(J  address
U address
(J  address
(J  address
@] address
(J  address
(J  address

(J  address

Value

10.0.0.0/8

100.64.0.0/10

169.254.0.0/16

172.16.0.0/12

192.0.0.0/24

192.168.0.0/16

224.0.0.0/24

240.0.0.0/4

256.255.255.255/32

1e80::/10

fd00::/8

f01::/16

f02::16

10316

f04::16

105::/16

Support ¥ awv

Restore default entries

Description

DHCP Unspecified :
DHCP Broadcast H
IPV6 Link Local H



CLOUDFLARE

WARPOZA4 7 D F#lERTE - Managed Network

Settings > WARP Client®®Managed networks T, 83 ED vk —YBIETOH
T O AAREGR Y — N\ —DFIAZRHZEZHZE VNI ET ERERVET =T
CTProfile SettingZzt W& Z5FE T. &R~y T —VIZLT=Split TunnelZz &%

EYAHIEMNAREERYET,

P AT RE B
- Profile Setting (Office)%#ifl > Profile Setting (Remote)Z# A
A4 ARy =9 DY —/3—([Z Split Tunnel% T4 AR YRT =D DH—s\—(Z Split TunnelZ

A (EET7ItX) JEaE A (Cloudflare Tunnelf#2H)
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CLOUDFLARE
= N A
WARPOZA4 7D FlERTE - Managed Network
Network locations
Managed networks Beta
Selectively apply device settings policies based around the office location of a WARP client.
Example Edit

Virtual networks

Manage how traffic routes to different private networks with overlapping IP ranges. Your users can select which network to connect to
from the WARP client settings on their device.

No virtual networks are currently configured.
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CLOUDFLARE’

WARPISA7 D #lEXE - Managed Network
Profile Settings® & A JL—JLIZManaged Network%#g 5 L1=15l

Build an expression

Selector (Required) Operator (Required) Value

Managed network v ’ ( is v J [ Example

+ AND condition + OR condition

Z M) Cloudflare Docs - Add a Managed Network



https://developers.cloudflare.com/cloudflare-one/connections/connect-devices/warp/configure-warp/managed-networks/

CLOUDFLARE

WARPYSA 7 RDEEMERTE - Allow users to enable local network exclusionA < 3>

WARPDERTEA T3> T, —EBHIZTZAR—FRyh
D—O~NDEEREZFRIEET HA T arMY)—R
=nFELT=,

& o
Gateway with DoH
v Gateway with WARP
v Access Local Network

Preference: S
% Send Feedback
Z> b it ) About WARP

Connected

Local Network Access expires in 2 minutes


https://developers.cloudflare.com/cloudflare-one/connections/connect-devices/warp/configure-warp/warp-settings/#allow-users-to-enable-local-network-exclusion
https://developers.cloudflare.com/cloudflare-one/connections/connect-devices/warp/configure-warp/warp-settings/#allow-users-to-enable-local-network-exclusion

CLOUDFLARE
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Device Enrollment Permission® & &
WARPOSAT7 DA A—IL

Zero TrustA > REAZAA0AT A4
WARPOSAT7 LD EFERTE

nJ DR

Dt B SR &



CLOUDFLARE

O QSR - WARPOS

WARP T EENEZEINFRIZIL. Cloudflare® Y R—+bFr b ZEED
. U TBETHREINWARPOY # R {FT W =EITNIXERNET,

(Mac or Linux)
$ warp-diag

(Windows)
C:¥Users¥xxx> warp-diag

)


https://developers.cloudflare.com/cloudflare-one/connections/connect-devices/warp/troubleshooting/warp-logs/

CloudflareE#fiflE < .
CLOUDFLARE'

O DR - Z0 it OT EE

FUUMITERNEHE OB, BELAHEDOREIZE->TIE, LITF£BMNTKIE
SETW =K —RELETENVET,

o WARPIZHI1T5DNS LogsDAE 1t
o LITHRARADtraceroute
(connectivity check)
o engage.cloudflareclient.com
o connectivity.cloudflareclient.com
o Tunnel LooMEE



https://developers.cloudflare.com/cloudflare-one/connections/connect-devices/warp/deployment/firewall/#connectivity-check
https://developers.cloudflare.com/cloudflare-one/connections/connect-networks/monitor-tunnels/logs/

CLOUDFLARE

WARPOZAT7 DAV AR—)L

Device Enrollment Permission® & &
WARPOSAT7 DA A—IL

Zero TrustA > REAZAA0AT A4
WARPOSAT7 LD EFERTE

04 DiER

T D Ah SR E
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CLOUDFLARE’

Z D i

1. Zero TrustZ v aii—FEhin, My Teams > Devicesz9')v%

REE - BT /N MR

BERTINAAD—ENS, FNFNDTINAAOWARPYSA T hN\—T30

EROJAVBREIHEREN-EITERY,

CLOUDFLARE

& syatsuzuka »

] Zero Trust overview

(©  Analytics -
£+ Gateway v
£ Access bg
& CAsB v
@ o -
222 My Team

Devices

Users

Lists
[E Logs -

3 Settings

My Tearr De ]
evices
Verify device posture on all devices enrolled in your Zero Trust organization. Learn more

Your devices showing 1-3of 3
Manage and revoke your enrolled devices.

Device name Email
MacBook.local shunjiro@nurturex.co
ubuntu-server server@nurturex.co
iPhone mobile@nurturex.co

1-3 of 3items  Items per page: 100

Support ¥ aAv

| & search

) ormesT¥)

Client version

2023.3.460

2023.3.398

6.20

Last seen

202345H22H 1119 PM -

202345H22H 9:46 PM -

202345H22H 9:39PM +

< 1of1page >


https://one.dash.cloudflare.com/

Cloudflare&ififiza< 2

CLOUDFLARE’
ZOMFERE R - Z8FT/N\M1X
MacBook.local
Device details ACTIVE

Registration ID

0S Version Product version extra Manufacturer Model Mac address Serial number

Client details
Client Status Client version Last seen

Cloudflare WARP Connected 2023.3.460 May 22 2023 - 11:19:14 PM

Virtual network DoH subdomain Virtual IP addresses

default - 1Pv4: -
IPV6:



CLOUDFLARE

%@1&6&:!1.\ ﬁ - ﬁzfi?/ VfZ
FERTNAADD, EOMAL—F -2 THERN-ZITFET,

User details View al
=2
Name Email address
O
o

Shunjiro Yatsuzuka

Number of active devices Override code @
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CLOUDFLARE'

ZOthFEREE - B —F—

1. Zero Trust® v aifi—Ehib, My Teams > Usersz21)v%
EHR1—4Y—0—Ers  BEDT7IT47 12— — 21— —DEKRER. &
BoJA/4 B, O —ay, MRAT/NA REHERAEE

CLOUDFLARE Support v & ¥
& syatsuzuka »
My Team | Users
5 Zero Trust overview Users
Monitor seat usage and the activity of users in your Zero Trust organization. '#8 Learn more
(©  Analytics -
£ Gateway @ Your users Showing 1-4 of 4
View your users' devices and activity and revoke active sessions.
©  Access bt Export to CSV
& CAsB - Q nurturex J(¥ showfiters  [v]
@ DLP -
['—é (@] User name Email Seat usage
22 My Team 0 mobile ACTIVE
Devices
Usors ) Shunijiro Yatsuzuka ACTIVE
Lists (O NurtureX Admin ACTIVE
Logs A A=
= 9 O  server ACTIVE
€ Settings

1-4 of ditems | Items per page: 50 < 1of1page >


https://one.dash.cloudflare.com/

CloudflareE#fiflE <

22

CLOUDFLARE’

Z DIMFERET - BR1—F—

Shunjiro Yatsuzuka

User details

Name Email address
Access

O
= Shunijiro Yatsuzuka _ ACTIVE

Number of active devices Last login Most recent location
1 May 22 2023 - 9:18:56 PM Japan [ View all
Devices
Name Registration ID

B vacsooksoca ]

Recent activity
Application Application URL
0 syatsuzuka.cloudflareaccess.com

Syatsuzuka

Gateway

INACTIVE

Client version

2023.3.460

Last seen

May 22 2023 - 11:19:14 PM

Last login

May 22 2023 - 9:12:10 PM
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https://www.cloudflare.com/ja-jp/plans/enterprise/
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=18

AWebinarCSMIc&->TOFERIEZ L TEEH LV =LET,

AWebinar(FLa—T 407170\ £ B, BttWebinard /MNICEHEOEE
*%l;ﬁ?ﬁﬂﬁ?ééé:vl:_b\f:biﬂ’o\%tJ/H/@H—Tﬁl TSV LEDTER
LI]?;‘_‘;_’JZb\b:‘EFnEJ’Ei"Hﬁin‘ EREDOHAANIKE THOQRAR G EA:

HSEBOFFIMN S, WebinarPIZTEW =9I RXRTHOZERIZHEZEATELZLIDE
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WEFRIFERNET,
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CLOUDFLARE’

RIEltyS 3 DRYIRY

Cloudflare Zero TrustE AN &L TILRoadmap to Zero TrustZazZ S8BT
(+F9,

é CLOUDFLARE

Verify every login & request

WHAT How
User | Resource

guard [ — |
Q tunnel providers Firewall protected Cloudflare Vo
——————— Tunnel
privats routing PP L S Self-hosted apps
Client on device @ (O
------ Q—
s 19
Device security (D Internal IPs
posture DDoS protected H ® & hostnames

E reverse proxy ’
HTTPS )
| Contextual Identity

factors In-browser proxy
terminal

ok

SaaS apps

ZH8) Cloudflare Zero Trust Network Access® BEE



https://zerotrustroadmap.org/
https://www.cloudflare.com/products/zero-trust/zero-trust-network-access/

ARty 3> DOiRYRY

Cloudflare Zero Trust A Dt

Cloudflare v aiR—F DO #IHAERE
F—LBZDHETE
DA EDDRE
By aR—R D SSO& R (X7 3FIL)

1 —

Logpushi%E

WARPOIZSA TP bDA A=)
Device Enroliment Permission® E &
WARPOZAT7 U DA A=)l
Zero TrustA Y RZV A~DAT A2
WARPYZA47 2+ DEFHIERE
0y DR
Z D FERE T

*FiEty a3 DLa—T4245 1%

Mo ZESRBNIEITET,

CLOUDFLARE


https://www.cloudflare.com/ja-jp/resource-hub/?resourcetype=Webinar&language=Japanese
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CLOUDFLARE’

B ArDEER - BRIAERDLHEA

TN |

DNS Resolver

ZH08) What are the different types of DNS server?

\



https://www.cloudflare.com/learning/dns/dns-server-types/
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CLOUDFLARE’

H A D& §% - Full Setup&Partial Setup

Full Setup

D ___________

PC

Partial Setup

[ 1

PC

(Y —/3—)

C——)
----------- S — -

C— | Mo

Authoritative NS (#BE) Authoritative NS

(R Y —/\—) (IR Y —/—)

| —
C— 2
C_——=)  CNAMELa—F

Authoritative NS (Al4)



Cloudflare##fifiia< é

CLOUDFLARE’

YA bDEER

1. Cloudflare~®H A+ &%
2. DNS®OFull Setup

3. DNS®Partial Setup

4. SSL/TLStyk7vT

ZH8) Cloudflare Docs - Add site to Cloudflare

*F¥HXCloudflare:EZ #5484 #3 - Cloudflare DNSHE LUSSL/TLSO Z#2EHHE TS L
FFENVER,



https://developers.cloudflare.com/dns/zone-setups/full-setup/setup/
https://developers.cloudflare.com/dns/zone-setups/partial-setup/setup/
https://developers.cloudflare.com/fundamentals/get-started/setup/
https://gateway.on24.com/wcc/eh/2153307/lp/4530634/

CLOUDFLARE

ZTNADEETE

YA DEER (A7 aFIL)
Tunnels%5E
TI)r—i3> D&%
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CLOUDFLARE’

Tunnels&E

=

% B

Customer’s Browser Cloudflare’s Network Your Server
) Cloudflare (\ gll:):r(‘ii::ared Your service on
) Edge Server \_j "mytungel") localhost:8080
[ HTTP request
example.com \
Check config,
follow mapping from
hostnames to tunnels
HTTP request
example.com N
[ HTTP request
example.com N

ZH8) Cloudflare Docs - Cloudflare Tunnel

\



https://developers.cloudflare.com/cloudflare-one/connections/connect-apps/
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CLOUDFLARE’

Tunnel

=L

ax AE

&

User Device

SMB Client

RDP Client

Client App

Terminal

=R —

7
Wireguard
Tunnel

Cloudflare
Edge

pa

Data Center or Public
Cloud Environment

9

|

+ Cloudﬂare.
Tunnel i

> ‘cloudflared"

LN

SMB Server

Remote Desktop

Kubernetes cluster

Other Hosts

H_J

Services available any IP,

including RFC 1918

ZH8) Cloudflare Docs - Private hostnames and IPs



https://developers.cloudflare.com/cloudflare-one/connections/connect-apps/private-net/private-hostnames-ips/

CLOUDFLARE

=JL ==

TunnelzxE

cloudflaredIZ&dTunnelZR E Il KE2D0D7T0—FnHYET,

0 DETE KRR ZIEEL-EHGZEEHLI-LMES (HTTPLL
NOTARIILTTIRASEREWNMESIZIE. 9547 MaXRIZcloudflared D&
MAV A= LD EIZLESEEHY)

DERTE T FAN—MPTRLRZEE L= EHiZaEH L= 5
& (WARPZHRTODTVtEX)

%*SSHY —/N\—~DEHICHE UL TIE., FrifzIZAccessDERHE#HRZ tI"short-lived
certificateZz{Epk L. SSHY —/\—~DEHEEZEHT S
ARV EITET,


https://developers.cloudflare.com/cloudflare-one/connections/connect-apps/routing-to-tunnel/
https://developers.cloudflare.com/cloudflare-one/connections/connect-apps/private-net/
https://developers.cloudflare.com/cloudflare-one/connections/connect-networks/use-cases/ssh/ssh-infrastructure-access/

CloudflareE#fiflE < é

CLOUDFLARE’

TunnelZ%E

Zero Trust¥wamR—KkMhi5, Access > Tunnels~An749+X
Create a tunnel/RE2>%91) v

Tunnel& %% E

Connector®D{ERK

IW—T4 T ERTE

Save tunnel/R2>%&9')v9

IBINERTE

NOOEWN -

\

ZH08) Cloudflare Docs - Setup a tunnel through the dashboard



https://developers.cloudflare.com/cloudflare-one/connections/connect-apps/install-and-setup/tunnel-guide/remote/

CloudflareEfHifisa < é
CLOUDFLARE'

TunnelZ%E - Tunnel& %% E

Create a tunnel

Create a tunnel to connect HTTP web servers, SSH servers, remote desktops, and other

protocols safely to Cloudflare.

B8 Learn more
Name your tunnel > Install connector > Route tunnel
Name your tunnel

Use a descriptive name based on the network you want to connect. We recommend creating only one tunnel for each network.

Tunnel name (Required)

[ ubuntu-server ]

For example, enterprise-VPC-01

 ——

=rm
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CLOUDFLARE’

TunnelZ%5E - ConnectorD{ERL

Configure ubuntu-server

Name your tunnel > Install connector > Route tunnel

Choose your environment

Choose an operating system:

Install and run a connector

To connect your tunnel to Cloudflare, copy-paste one of the following commands into a terminal window. Remotely managed tunnels require that you install cloudflared 2022.03.04 or later.

Store your token carefully. This command includes a sensitive token that allows the connector to run. Anyone with access to this token
will be able to run the tunnel.

o

1 you don't have cloudflared installed on your machine: It you already have cloudflared installed on your machine:

sudo cloudflared service install
s _ :

Connectors

brew install cloudflare/cloudflare/cloudflared &&

sudo cloudflared service install

s (=]

View Frequently Asked Questions @

Connector ID

Status

Connected

ZhELTRRaNDIAT > FZcloudflaredE 4> X
r—ILLT=LVRAM ETEITT SZET, Connector
MERRENFET,

X4 TIZRILY—/3s—_E[ZConnectorBFET 5
BE. HIBRLAZLEFFE ConnectorAIE LLAERL -
RESNBNEELRHYFET D TITEELLESLY,

<BEfEConnectorgliffga~> k>
$ sudo cloudflared service uninstall

Data centers Origin IP Version

NRT, KIX 20235.0 A\
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Tunneli%E - IL—T 1> % E (Public Hosthames)

Route Traffic for ubuntu-server

Name your tunnel > Install connector > Route tunnel

[ {0 Route traffic by adding a public hostname or a private network to your tunnel. You can always add more hostnames or networks at a later time. ]

Route Traffic for ubuntu-server-ssh

Name your tunnel > Install connector > Route tunnel

[ Q Route traffic by adding a public hostname or a private network to your tunnel. You can always add more hostnames or networks at a later time. }

[  Protect your resource by adding an Access policy under Access > Applications > Self-hosted. ]

Public Hostnames Private Networks

Edit public hostname for ubuntu-server

[ @ Protect your resource by adding an Access policy under Access > Applications > Self-hosted.

Public Hostnames  Private Networks

Edit public hostname for ubuntu-server-ssh

Public hostname
Subdomain

E )8

Service
Type (Required)

URL (Required)

'] /] { localhost ]

[ HTTP

For example, https:/localhost:8001

Public hostname
Subdomain Domain (required)

Path

E )

Service

Type (Requi URL (Required)
{SSH v} A {Iocalhcst:ZZ J

For example, https://localhost:8001

j/{

onal) path

Additional application setting

kg
it

| —N\—EBRERBELLVKRA N ZE

Additional application settings »

Save tunnel
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Tunneli%E - IL—T1> 49 % E (Private Networks)

Route Traffic for ubuntu-server

Name your tunnel > Install connector > Route tunnel

[ Q Route traffic by adding a public hostname or a private network to your tunnel. You can always add more hostnames or networks at a later time. ]

[ @ Protect your resource by adding a Gateway policy under Gateway > Policies > Network. ]

Public Hostnames Private Networks

Create private network for ubuntu-server

CIDR (Required)

[ — )

H—N\—EHEEERLEUOAROPrivate IPLY Y
HERTE
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Tunneli%E - Save tunnel R332 % 51)v5

Tunnels

Tunnels establish a secure connection between Cloudflare's edge and your infrastructure.

M3 Learn more

A A new version of cloudflared is available. Visit our downloads page to upgrade.

Your tunnels showing 7-1
Manage the configurations of your existing tunnels.

[+ Gosesimo
Tunnel name * Tunnel ID Status Routes

1-1  Items per page: 10

ELLERETE-5E 121X, Status& L T'Healthy", Routes
[CRIER TEREL-RNAENRTEINET,

Uptime

Created

2023%58298

¢ 1of1page >
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TunnelZ%5E - Save tunnelRA2> % 451) w5

DNS management for nurturex.co

All changes made in the edit drawer are implemented once saved.

Search DNS Records

~

Q

Content Proxy status
] ol Proxied
_domainconnect -+ Proxied
ssh -y Proxied

test ~allls+ Proxied

WWw

Tunnel D {E X T’Public Hostname"z§ESn=1Z & (2%,
Cloudflare DNSIZ® & H—/N\—A~T7 5t X T 31-5HDCNAMEL
I—FNBETEMERSNET

CLOUDFLARE

Actions
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TunneliXE - B E7%Firewalli%E H & Ucloudflared DAt &4

cloudflaredZZFIFASNBRIZIEX L TFRF AV TREESINF=HR—MIXT S
Firewalls% € (\H 1) B ELLGYET,
Z71-. cloudflaredZFIAIZHT->THDRIHIZEZZH . LTSS EBEE0Y,

Cloudflare Docs - Tunnel with firewall

https://developers.cloudflare.com/cloudflare-one/connections/connect-net
works/deplov-tunnels/tunnel-with-firewall/

Cloudflare Docs - System Requirement
https://developers.cloudflare.com/cloudflare-one/connections/connect-net
works/deploy-tunnels/system-requirements/



https://developers.cloudflare.com/cloudflare-one/connections/connect-networks/deploy-tunnels/tunnel-with-firewall/
https://developers.cloudflare.com/cloudflare-one/connections/connect-networks/deploy-tunnels/tunnel-with-firewall/
https://developers.cloudflare.com/cloudflare-one/connections/connect-networks/deploy-tunnels/system-requirements/
https://developers.cloudflare.com/cloudflare-one/connections/connect-networks/deploy-tunnels/system-requirements/

CLOUDFLARE

Tunneli%E - :BMNERE (Public HosthamesiZH TMD#E#: : SSH, RDP, SMB)

SSH, RDP, SMB&EWLWST=TRRILEBRTO Y —/N\—F7 I RZFIALIZLMEEIZIE
LTEMERENDEEZYET,

DA A—IL
EER R —/IN—"EDBMETE ( , , )
Self-hosted 77— 3> D &R (HR)sXtHL 3 S8


https://developers.cloudflare.com/cloudflare-one/connections/connect-apps/install-and-setup/installation/
https://developers.cloudflare.com/cloudflare-one/connections/connect-apps/use-cases/ssh/#2-connect-as-a-user
https://developers.cloudflare.com/cloudflare-one/connections/connect-apps/use-cases/rdp/#2-connect-as-a-user
https://developers.cloudflare.com/cloudflare-one/connections/connect-apps/use-cases/smb/#2-connect-as-a-user

CLOUDFLARE

=JL ==

Tunnelix E -

WARP Client

Device enrollment

Device enro liment permissions

Define who can connect devices to your organization

Device settings

Profile settings

Set default and customized configurations for groups of devices in your organization.

Profile name

1 Admin

2 Default

Global settings

Admin override

Only allow users to disabl:

Install CA to system certificate store

le the WARP client with a one-time use password

%7€ (Private Network#Z B TO &t : Split Tunnelsh oD FR4Y)

Private Network#Z H Cifis
H5EEIZIE. WARPOSA T
MZXL T, {EDTSAR—k
IP%Split TunnelsME{REIZE
HEIBLENRHYFET

IP{EETHDT7 I ERZEHFELI-LNV—
H—IZE|Y Z TSN TLVSProfile®
ConfigureA=a2—%%71)v%>
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Tunneli%E - :BMNEEE (Private Network#Z B TD &% : Split Tunnelsh 5D FR51)

Your Split Tunnel entries (exclude) showing 1-14 of 14 u-F ‘i1 92.168.0.0/1 61& ‘ﬁll B:%LT:WJ

View and manage the IPs and domains Cloudflare Zero Trust excludes.

Restore default entries

O Type * Value Description

(0  address 10.0.0.0/8

O address 100.64.0.0/10

O address 169.254.0.0/16 DHCP Unspecified

@] address 172.16.0.0/12

3 address 224.0.0.0/24

)| address 240.0.0.0/4

\:] address 255.255.255.255/32 DHCP Broadcast

(D  address fe80:/10 IPV6 Link Local :
@) address fd00::/8

(0  address 01::/16

O address f02::/16

O address f03::/16

O address £04::/16 - $
(0  address f05::/16

1-14 of 14items | Items per page: 30 ¢ lof1page >
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Tunneli%E - J8/NE%E (Private Network#® B TO i : Split Tunnelsh S D ERSY)

£WARPIZA 7 U MMI@BREINTLASplit Tunnelsld, WARPYS A7 R TLUU T2

1"575\'9-_ ntu\L\T’T’(fij—

s B 1917 (Google) (W¥A S
Account it DNS Logs = Advanced

{

v Gateway with WARP Statistics

Preferences Data received: 198.2 MB
About WARP Data sent: 300.1MB
Latest handshake: 2023/05/29 10:15:34
Estimated latency: 468 ms
Estimated loss: 0.00%

Connected

Your Internet is

Split Tunnel

Excluded IPs/Domains

10.0.0.0/8
100.64.0.0/10
169.254.0.0/16
172.16.0.0/12
224.0.0.0/24

240.0.0.0/4
255.255.255.255/32
fe80::/10

fd00::/8

ff01::/16

ff02::/16

Description

DHCP Unspecified

DHCP Broadcast
IPv6 Link Local
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Tunneli%E - Tunnel@45 O ELE

Cloudflare TunnellZB89 HEAZEIZIE. Tunnel LogD B G- £ EMNEAGFSNET,

A
cloudflared®D A4 A —)LEOSICL > THMFIRIFEHL > TEEIT AKRSEIIUTDFRNT
ALK EITRYET,

cloudflared0)@@]?]‘7‘}‘/3‘/*&"KE%ODJ:s HitE) (--loglevel debugZiBin)

%I%uﬂgflarewﬁ‘y’/:m'{—lfﬂ,(l cloudflaredMA 2 AR—I)LENTW\SimERMN AT

5%


https://developers.cloudflare.com/cloudflare-one/connections/connect-networks/monitor-tunnels/logs/#view-logs-on-the-server

CLOUDFLARE

Tunnel3%E - TunnelB@45 O &
<cloudflared®D A2 AF—JL%EHS Linux (Ubuntu Server) DJE D) Tunnel Bi2E >

cloudflaredDFEEI R V') TR/ N REHEER
$ systemctl status cloudflared.service

cloudflaredf2 B X V) T+ D#FEE (--loglevel debugZiEiL)
$ vi /etc/systemd/system/cloudflared.service

RAOVTRI7AIL D) RAE—)
$ systemctl restart cloudflared.service

5%


https://developers.cloudflare.com/cloudflare-one/connections/connect-networks/monitor-tunnels/logs/#view-logs-on-the-server

CLOUDFLARE

Tunneli%E - Tunnel@45 O ELE

(0-MJV IVE2-5-) Cloudflared agent ) F0/(7+ X

£F o/t BE &ERER

<cloudflaredD A A—ILEH WindowsDIFE
D Tunnel® % |

-Ij- t Z%IE EE ®TA: Cloudflared agent
CJQ _dflaredd)ﬂ'o é?(ﬁ’;‘l?)bOUu .
ae 3771»0)/\;“'( AN FEER *gts
H.yn | rﬁﬁt INGA—=3|IZ ETIPNOIR:
L/s r?iﬁ ﬁ/ \7)(_ JL—-loglevel debug 'C:;Qr[x]ram‘r’-ne:s|(86\¥cIcud‘iared't.icIoud‘larec.ete" tunnel run --token eyJh

Pl s
ke fEL Tl ECloudflared& AL 0) L. THY Sy [ -
RALEHYE §

E LI Biin/ A5 A [k 5 Té#’tf‘l,\f: y-erone 2
A BOh e AR R RS s 55 peswan o

ﬁ:‘e‘?ﬂ’h‘

714

% IEI
x

=

,S‘J‘b

[Elka

IITY-EARERMNT SLEICEET M /(SA-F-REELTR.

o

0K Eaad =HA



https://developers.cloudflare.com/cloudflare-one/connections/connect-networks/monitor-tunnels/logs/#view-logs-on-the-server

CLOUDFLARE

Tunnel3%E - TunnelB@45 O &
<HwyaR—FhonOos/S8E >

ZFIFADCloudflared#%2023.51LL L DIZEIZE, LLTFFIRIZKY S v aR—F M oTunnel
N7 #ZSRWNFITET,

Tunnels—& (Access > Tunnels)N7 XL, O &S BLI=L \Tunnel&% ') v%
%%%%%%T:L\Connector%b')“J’] ( ZLTCOEWEEICIE—D DRI
VR

E%gin Logstream":RAVEV) VI DE., bR ILBEBHTORIEZSITITSET. OTN
e T 1. "Pause Logstream":R4>%&4H)vH L, OF &R


https://developers.cloudflare.com/cloudflare-one/connections/connect-networks/deploy-tunnels/deploy-cloudflared-replicas/
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CloudflareEff1s4&< .
CLOUDFLARE’
1 » =]
Tunnelf% € - Tunnel@J M EE
Live Iogs Showing 1-2 of 2
See a live stream of your tunnel’s output and exceptions.
(0 Fouee g svean ) EETETErRg RRCRRE (¥ showiies %)
Level Event Message Time
Info http 304 Not Modified Nov 212023
- 10:14:50
Info http GET https://test.nurturex.co/ HTTP/1.1 Nov 212023
- 10:14:50

1-2 of 2items Items per page: 20

< 1of1page »
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Tunnelz%E - Tunnel0 5 MO EE
<cloudflared /Y Ah—)LENI=EEKMNSD TunneldTEWE>

cloudflaredcO% (> 25k o N
UTIREERITWIKE TSV YNBEFMISERL. BHINTLDIdPE ALV ZEREEA
THhET,
$ cloudflared tunnel login
iﬁ?é?ﬁl:fﬁ%?é’é& 72H¥ LIZSuccessDRIRMNITHhhALY—ILIZTAVTRAFES

%


https://developers.cloudflare.com/cloudflare-one/connections/connect-networks/monitor-tunnels/logs/#view-logs-on-your-local-machine

CLOUDFLARE

Tunneli%E - Tunnel@45 O ELE
2) O4 FfE

LUTFavRURT O MEEH N QY —ILHA) SNET . T7MILAD)FALINECHE
DIGFEIZIXLLTD2DE QAT REEITLV=12{E, "tunnel_log.txt"[CAJEHRMNHE A F

[e]

$ cloudflared tail <UUID>

OJ%&J74ILE ALI-WNEE)
cloudflared tail <UUID> > tunnel_log.txt

stunnel_log txtIFEEDIT7AILRAIZEB U= ELAIRETT
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Add an application

Configure the policies, authentication, and settings of your applications.

Selecttype > Configure application > Add policies > Setup

What type of application do you want to add?
If you're not sure, choose self-hosted.

Self-hosted

Applications you host in your
infrastructure that use
Cloudflare's authoritative DNS.

SaaS
Applications you do not host.

Additional setup is required
outside of Cloudflare Zero Trust.

Private network
Non-HTTP applications you host

that do not have public DNS
records.

Infrastructure New

Servers and resources in your
infrastructure managed by a
cloud provider or you.

(@ At least one target is required to
create an infrastructure app.
Get started

Bookmark
If you have apps that cannot be

put behind Access, we provide a
shortcut on our App Launcher.
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TI)r—a3 D&%

247 ¥R &4
Self-hosted FUTLRETHRET L HRT T r— Cloudflare DNS
23> (Cloudflare DNS%#| ) (Cloudflare Tunnel)
SaaS A=Y TSN TS T T r— Cloudflare Access& M SSOs&E
23y (SAMLEET 1)) #
Private A=Y T IR TELRWNTSA Cloudflare Tunnel
network R—,RYT—OTEBTET7T) 75—
23> (INTYyH7EDNSLaO—F D & §}75
L)
Bookmark Cloudflare Access&EESN TULVEWLE
DD . App Launcher® & g3t R ELT=LN
T )r—3y
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TV —2 3> D&% - Self-hosted

—

Qo

Identity Provider

/_ (=
é \ Outbound

€ app.Site m—y &——— Secure Tunnel —a
@ ' ~_ - - - NolIngress- - 3%
. Token

User

Cloudflare
Server

Data Center

.

Load Firewall DDos Traffic
Balancer Protection Acceleration

v ™

Virtual Network Functions

Z:18) Cloudflare Docs - Add a self-hosted application

Add an application

Selecttype > Configureapp > Add policies > Setup

Application Configuration

Application name (req.ec Session Duration (recured)

Enter an application name D] | 24 hours

om0

Application domain
Subdomain

Application Appearance

App Launcher visibility

Show his app i App Launcher

Application logo

“This wil appear in the App Launcher and the main Applications page.

°
© o

Default Custom

Identity providers ‘& s

Accept all available identity providers

Manually select identity providers users can use to connect to this application

Instant Auth

Skip identity provider selection if only one is configured



https://developers.cloudflare.com/cloudflare-one/applications/configure-apps/self-hosted-apps/

CLOUDFLARE

7T ) r—i 3> D& E% - Self-hosted

Access~DT T r— a3 & ik
Zero Trust# v arR—kHi5, Access > Applications~7otX
“Add an application"%&iR
“Self-hosted"# &R
“Application Name"% 5% E
“Application Domain"%&%E
Access Policy D% E
AuthenticationM % 5E

)


https://developers.cloudflare.com/cloudflare-one/applications/configure-apps/saas-apps/

CloudflareEfHifisa < é
CLOUDFLARE'

77— 3> D&% - Self-hosted

Test

Overview Policies Authentication  Settings

Application Configuration

Application name (required) Session Duration (Required)

Test ] ‘ 24 hours v

4/350

Application domain

Subdomain Domain (required) Path

test ‘ 0 nurturex.co " / ‘ (optional) path

Application Audience (AUD) Tag @

Revoke existing tokens
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77— 3> D&% - Self-hosted

Add an application

Configure the policies, authentication, and settings of your applications.

Selecttype > Configureapp > Add policies > Setup

Application Configuration

Application name (required

Session Duration (requied)

{ Test App

)

{ 24 hours

8/350

Application domain

Subdomain Domain (Required) Path
{ test J . [ nurturex.co '] / [ (optional) path
+ Add domain

Application Configuration

Application name (requred) Session Duration (-
1| ssH | 24 hours -
37350
Application domain
Subdomain Domain  (recur Path
( ssh '1 / [

- | nurturex.co

+ Add domain

BTEX D TunneldE L T& $% L ~Public Hostnames
THREL-RANEZFIETE
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Add an application

Configure the policies, authentication, and settings of your applications.

Selecttype > Configure app > Add policies > Setup

Policy name (Required) Action (Required) Session duration

{ SSH ] { Allow v } [ Same as application session timeout ¥ ]

Create additional rules

If you're assigning one or more groups to this application, any rules you create now will be applied in addition to group rules.

Include

Selector Value

[Emailsending in v] [ )main.com ] x ﬂ%?j”“@?gtszbn_)béggfﬁ

+ Add include + Add require + Add exclude




o 2=
CloudflareE#ifA < CLOUDFLARE'

7)) 5r— 30 D&% - Self-hosted (SSHY—/A\—~D 7ot X)

Additional settings

Enable automatic cloudflared authentication

Browser rendering  BETA

(= )

Cloudflare will render an SSH terminal or VNC session for thi lication in a web browser.

CHLERET HETIT TV Y EHTSSHEER
AEREERRYEY
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7T r—ar &k - Self-hosted (SSHY—/A—~D 7Yt X)

BIERDEREMID., TV HRHBETSSHY— X ss ss
IN—ADT AN ALY ET

urexX SSH SSO App

Xay— Lt 7t XARE
$ ssh <Aa—H—£> @ <FKRALE>

— =

shunjiro@ssh.nurturex.co

ssh.nurturex.co

Password Private Ke:
User Y

} Password

Test

User cannot be empty. [




CLOUDFLARE

TI)r—a30 D& - Self-hosted (SSHY—/A\—ADT7 o1 X)

Welcome to Ubuntu 22.04.2 LTS (GNU/Linux 5.19.0-43-generic x86_64)
* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical. com
* Support: https://ubuntu.com/advantage

Expanded Security Maintenance for Applications is not enabled.

3107 v 77 —bh RIS ICEAE WET,
NS DEM7Yy TTF—h Z2HRTBICIEIRERTL TS £E 1V : apt list —-upgradable

Enable ESM Apps to receive additional future security updates.
See https://ubuntu.com/esm or run: sudo pro status

14 updates could not be installed automatically. For more details,
see /var/log/unattended-upgrades/unattended-upgrades. log

Last login: Mon Jun 5 ©09:55:25 2023 from 127.0.0.1
shunjiro@ubuntu-server:~$




CLOUDFLARE

7o) r—i 3 D& E% - SaasS

Access~DT7 T ) r—ia &%k
Zero Trust®wi arR—Kh 5, Access > Applications~74ot X
“Add an application"%&4R
"SaaS"#EIR
“Entity ID"#& KU "Assertion Consumer Service URL"%:%E
“Name ID Format"#:&1R ("Unique ID"%L<LIX"Email”)
“SAML attribute statements (optional)"%% %€

Access Policy D% E

Authentication D% E

)


https://developers.cloudflare.com/cloudflare-one/applications/configure-apps/saas-apps/

CloudflareEfHifisa < é
CLOUDFLARE'

7V ir—av Dk - SaaS

Add a policy to SSO App

Policy name (Required) Action (Required) Session duration

[ Enter a policy name } [ Allow g } [ Same as application session timeout ¥ }

Configure rules

The rules you create here define who can or cannot reach your application.

Include
Selector Value
[ Select... v ] [ Select criteria for your rule X

+ Add include + Add require + Add exclude
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’ 1 —_ 3
J AUV FE
Applications
Protect your Self-Hosted, SaaS and Private applications with Zero Trust policies. Only users who
match your policies will have access to your configured applications. ' #8 Learn more
Your applications showing 7-4 of 4
Manage the policies, authentication, and settings of your configured applications.
Application name Application URL Total D i lici i d Type
O Test App test.nurturex.co 1 1 SELF-HOSTED :
© ssH ssh.nurturex.co 1 1 BROWSER SSH :
0 NurtureX https://www.nurturex.co 1 - BOOKMARK :
0 SSO App dash.cloudflare.com 1 1 DASH_SSO :

1-4 of 4items Items per page: 10

< 1of 1page >
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<) syatsuzuka.cloudflareaccess.com

NX

Welcome

l Q [search for apps

SS

SSH

SS

SSO App

TA

Test App
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Cloudflare SWGO#EEH F UK TE

1. [FL&HIZ
2. Cloudflare ZTNAD#BES L UETE
3. Cloudflare SWG 3 £

4. Cloudflare CASBD#EEH LU TE
5. Cloudflare DLPD#8EE K UERTE
6. QRA



CLOUDFLARE

SWGDO:&TE
Firewall Policy D&% 5

Egress Policy D& E
=R

Resolver PolicyMD &% %E
DNS Locations®D &5

=L ==

Proxy Endpoint® &% E
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DNST1)LR) T DEETE

1. Zero TrustZ v aii—FMi, Settings > Networkzx21)v9

2. Gateway DNS logsIZxfL T activity loggingZ=& i1t

3. TIOUMNBEEDURLIZZIEAL. DNSOAYT NEFEIN TS L&
EROR

Gateway Logging

Activity logging

Enabled €& )
Log DNS queries, network packets, andfor HTTP requests.
Gateway DNS logs Gateway Network logs Gateway HTTP logs
@® Capture all @® Capture all @® Capture all
O Capture only blocked (O Capture only blocked (O Capture only blocked

O Don't capture (O Don't capture O Don't capture



https://one.dash.cloudflare.com/
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Gateway activity logs

Monitor individual DNS queries, network packets, and HTTP requests inspected by Gateway. You
can also download encrypted SSH command logs for sessions proxied by Gateway.

M8 Learn more
DNS Network HTTP SSH

Your DNS logs Showing 1-9 of 9
View and filter your DNS queries. By default, Gateway logs all events, including DNS queries that are allowed and not a risk.

J((¥ Hide filters [~]

Q nurturex

Email Event Policy Date Time Range
[ ] [ Select v ] [ All Policies v J [ Jun 5th 10:31 = Jun 5th 11:31 X ]
Clear iters
DNS Email Event
test.nurturex.co shunjiro@nurturex.co ALLOW
test.nurturex.co shunjiro@nurturex.co ALLOW

ALLOW

test.nurturex.co shunjiro@nurturex.co

Date

Jun 52023 -+ 11:29:21

Jun 52023 - 11:29:21

Jun 52023 - 11:29:21
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C—DERFE
5. BERARYS—DETFE (T3>

Create a DNS policy

Create DNS policies to filter your users DNS queries. Gateway will evaluate all DNS queries
against your policy criteria.

6 Learn more

STEP1

Name your policy

Policy name (requirec) Description

(o ) )

STEP 2
Build an expression

Set your policy's scope by adding conditions within expression groupings. Conditions can be joined with logical operators 'AND' or ‘R f Traffic conditions join query and response attributes, the policy will evaluate on response.

Traffic
Selector (Required) Operator (Required) Value
[[Bc\cct '}][SU\CC‘ 2 a selector and an operator fi x
Application

Authoritative Nameserver [P
Content Categories

DNS CNAME Response Value
DNS MX Response Value

DNS PTR Response Value


https://developers.cloudflare.com/cloudflare-one/policies/filtering/initial-setup/dns/#3-add-recommended-policies
https://developers.cloudflare.com/cloudflare-one/policies/filtering/initial-setup/dns/#4-add-optional-policies

CloudflareE#fiflE < é .
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FYRT—0T4ILB) T DEETE

1. Zero Trust& v aii—EMi, Settings > Networkz ') w9
2. TCPDProxyzBMESN TSI LEMERE (WEICIGLTUDP, ICMPLERI1E)

Firewall

Proxy

Forward traffic to Gateway to filter both outbound traffic as well as traffic Enabled &% .
directed to resources connected via a Cloudflare Tunnel, GRE tunnel, and/or
IPsec tunnel.

TCP
uDP
ICMP  Beta

J

WARP to WARP ' Beta

Enable a private connection between any WARP-enrolled devices within your Zero Trust organization. Traffic security can Disabled . X
be managed through Gateway network policies.


https://one.dash.cloudflare.com/
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3.
4.
d.

a9 Do
Gateway Logging

Activity logging

Log DNS queries, network packets, andfor HTTP requests.

Gateway DNS logs
@® Capture all

O Capture only blocked

O Don't capture

Gateway Network logs
@ Capture all

(O Capture only blocked

O Don't capture

Zero Trust v aifi—EMb, Settings > Networkzo1)v9
Gateway Network logsIZxfL T activity loggingZ= & i1t
T MNSEBEDURLIZZIZEAL., Network® AT MEE SN TNDZ EETE

Gateway HTTP logs
@® Capture all

(O Capture only blocked

O Don't capture

Enabled €& )


https://one.dash.cloudflare.com/
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Gateway activity logs
Monitor individual DNS queries, network packets, and HTTP requests inspected by Gateway. You
can also download encrypted SSH command logs for sessions proxied by Gateway.
M Learn more
DNS Network HTTP SSH
Your network logs showing 7- 50
View and filter your network traffic. By default, Gateway logs all events, including those that are allowed and not a risk.
Q search J[[ ¥ Hidefilters [+]
Email Action Policy Virtual Network Date Time Range
[ shunjiro@nurturex.co ] [ All Actions v ] [ All Policies v J [ All Networks v ] [ Jun 5th 1318 = Jun5th 1418 X ]

Apply filters Clear filters

Source IP Destination IP Action

60.87.88.128 2600:9000:2367:5c00:b:2c2f:2e80:93a1 ALLOW
60.87.88.128 23.46.229.98 ALLOW
60.87.88.128 104.119.246.150 ALLOW

Session ID

192B84C89200...

192B899F7A00...

192B96A43200...

Time

Jun 5 2023 - 14:18:05

Jun 5 2023 - 14:17:57

Jun 5 2023 - 14:17:55
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Create a network policy

Create Gateway network policies to filter network traffic against your policy criteria. Note: To
enable network policies, proxy must be enabled in account settings.

M8 Learn more

STEP1

Name your policy

Policy name (Required) Description

= ) )

STEP2

Build an expression
Set your policy's scope by adding conditions within expression groupings. Conditions can be joined with logical operators 'AND' or 'OR."

Traffic

Selector (Required; Operator (Required) Value

[[Ee\ect vJ][Se\ect, vJ hoose a selector and an operator fir x
Application

Destination Continent IP
Geolocation

Destination Country IP
Geolocation

Destination IP


https://developers.cloudflare.com/cloudflare-one/policies/filtering/initial-setup/network/#3-add-policies
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1. Zero Trust& v aifi—Ehis, Settings > Networkz4')v%
2. TLS decriptionZ& %11t

TLS decryption

Inspect encrypted HTTP traffic. All HTTPS traffic will be decrypted and re-signed with a new root certificate authority. You must install Enabled &% .
this CA on devices for your users to continue accessing the Internet. To install the CA enable "Install CA to system certificate store" or
follow the installation instructions in our Developer Documentation.

() Enable only cipher suites and TLS versions compliant with FIPS 140-2.


https://one.dash.cloudflare.com/
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%Ll FCEBASN TULVSEY . TLS decryptionZigEsh =15 & . LD DT7T)
—a EDBIEMNEEINSAEEENCINVET,

ZDMEIZIZX. 1) untrusted certificate actionZPass throughlZERE T 5. £ LLIE.
2) Do not inspectz® 7o artgE LT-Gateway R —DERMNR EEELTHIT
LbNET,

)
)


https://developers.cloudflare.com/cloudflare-one/policies/filtering/http-policies/tls-decryption/
https://developers.cloudflare.com/cloudflare-one/policies/filtering/application-app-types#do-not-inspect-applications
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3. Gateway HTTP logsIZxL T activity loggingZ=&%hikt
4. TN LEEDURLIZZ VAL HTTPOAT ARFEINTINS I EETHEER
ER

Gateway Logging
Activity logging
Enabled €& )
Log DNS queries, network packets, andfor HTTP requests.
Gateway DNS logs Gateway Network logs Gateway HTTP logs
@® Capture all @ Capture all @® Capture all

O Capture only blocked (O Capture only blocked (O Capture only blocked

O Don't capture (O Don't capture O Don't capture
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Gateway activity logs
Monitor individual DNS queries, network packets, and HTTP requests inspected by Gateway. You
can also download encrypted SSH command logs for sessions proxied by Gateway.
#E Learn more
DNS Network HTTP SSH
Your HTTP logs Showing 1-3 of 3
View and filter your HTTP requests. By default, Gateway logs all events, including HTTP requests that are allowed and not a risk.
Q nurturex |[(¥ showtiters  [+]
Host Email Action Request ID Time
www.nurturex.co nurturex-admin@nurturex.co ALLOW 192bbe585e0000f8afc5142400000001 Jun 5 2023 + 15:01:17
www.nurturex.co nurturex-admin@nurturex.co ALLOW 192bbe54580000f8afc5114400000001 Jun 52023 - 15:01:16
www.nurturex.co nurturex-admin@nurturex.co ALLOW 192bbe3cac0000f8afc4dcf400000001 Jun 52023 - 15:01:10

1-3 of 3items Items per page: 50

{ 1of1page »
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Create an HTTP policy

Create Gateway HTTP policies to filter HTTP(S) traffic against your policy criteria. Note: To
enable HTTPS inspection, decryption must be enabled in account settings.

M8 Learn more

STEP1
Name your policy
Policy name (Required) Description

(searos i )

STEP 2
Build an expression
Set your policy’s scope by adding conditions within expression groupings. Conditions can be joined with logical operators "AND' or 'OR!" If Traffic conditions join request and response attributes, the policy will evaluate on response

Traffic
Selector (Required) Operator (Required) Value
= | (seeet « | [Croose o setectorand an cpsraoris %
Application

Content Categories

Destination Continent IP
Geolocation

Jgd Destination Country P
Geolocation


https://developers.cloudflare.com/cloudflare-one/policies/filtering/initial-setup/http/#3-add-recommended-policies
https://developers.cloudflare.com/cloudflare-one/policies/filtering/initial-setup/http/#4-add-optional-policies
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Firewall PolicyMExE
Egress Policy D& 5E

=JL =

Resolver PolicyMD &% %E
DNS Locations®D &5

=L ==

Proxy Endpoint® &% E
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Egress PolicyD &% E

Egress PolicyZxE &L \-1=<FEIZ(Z. "Dedicated Egress IP"Z#H B L VKO V=
FEMNFHRERYFT

"Dedicated Egress IP"HAEE# D ZFIARIEIZEIY B Ton =&, Egress Policy
EREVIECCET, HEDBISISHLT, IEEDEgress IPASEIEET IR/
VRESELENREELGYET,

)


https://developers.cloudflare.com/cloudflare-one/policies/gateway/egress-policies/
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Create an Egress policy
o 5 e ey e iy e s ey

W Leam more

B

Name your policy

Policy name. (Requre Description

| Eomest o J(

sTEP 2

Build an expression

Set your policy’s scope by adding conditions within expression groupings. Conditions can be joined with logical operators ‘AND" or 'OR.

Traffic

Identity

Device Posture

STEP 3

Select an egress IP
Your secondary IPs will only be used if your primary IP is rerouted,

Use default Cloudflare egress method

Use dedicated Cloudflare egress IPs

Add Traffic

nditions to filter traffic

s, cat

Add condition

s to fiter outbound traffic at the

Add condition

Add Device Posture conditions to

signals from end-user devices to

Add condition

ire deployment of the Wi

RP client
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Firewall Policy D&% %E

=L

Egress PolicyMD&ExE
Resolver Policy D&% E
DNS Locations®D &5

=L ==

Proxy Endpoint® &% E
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Resolver Policy D% &
Resolver PolicyZ E &L\ & T, BIECEITEASE HDNS ResolverzyyY &
ZAHEMNAREERYET,

Resolver Policyh)!)—X &N BFE TlE. Local Domain FallbackZxFHL\5Z & T,
FIEDRALY EDRARADTIERXIZH LT, NEIDNSIZ X5 A FIfERZ BRI
BENTHNTEELE=A. FDIBEIZIEClouflare Zero Trust TEEE St =DNS
T4 HRERINALVREEIZHY . Resolver PolicyzxZFIHLV=12K{Z&T,
BEIERRICAWSLY IILN—ZYPYBZEHN S, DNSR) U —F#E I 5EH Al RE
EEYET,

)


https://developers.cloudflare.com/cloudflare-one/policies/gateway/resolver-policies/
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Resolver Policy D% E

Default
DNS Resolver

DNSZ4)LEY B RAX&R (111)

Resqlver DNS Resolver
Policy
DNS Resolver
Local Domain
Fallback

DNS
Query

DNSZ1ILAY) 7 ER* &5
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Create Resolver policy

STEP1

Name your policy

Policy name (Required) Description

STEP2

Build an expression

Set your policy’s scope by adding conditions within expression groupings. Conditions can be joined with logical operators 'AND' or 'OR."

Traffic

Identity

STEP3

Select DNS resolver & Learnmore

Choose the default 1.1.1.1 DNS resolver or add custom resolvers for matched DNS queries.

® Use default 1.1.1.1 DNS resolver

O Configure custom DNS resolvers

Add Traffic conditi to filter traffic based on IPs,

ries, and more.

+ Add condition

onditions to filter outbound traffic at the user

ty level. These conditions require deploy

+ Add condition

Add up to 10 IPv4 and/or up to 10 IPv6 addresses. DNS queries will route to the address closest to their origin.

nt of the WARP ¢
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Firewall Policy D&% %E
Egress Policy D& E
Resolver PolicyME&5E
DNS LocationsD&E%5E
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Proxy Endpoint® &% E
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DNS LocationsZE & LV=1={Z& T, HIELTWARPZ A A — )L L7 LR R
(agentless) DL Y JL/N—IZ, FEZEESMNT=DNS LocationsD T RRA U rEFIEEL-
P ET.RAMNE D AFIERRLIEBIZHT-Y . DNSTAILZ) T H@ASEL2EMNT
BELEYET,

=)


https://developers.cloudflare.com/cloudflare-one/connections/connect-devices/agentless/dns/locations/
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Default Location

Configure your DNS location. Then, follow the setup instructions to change the DNS resolvers on
your router, browser, or OS.

DNS endpoints Endpoint protection Setup instructions

Location name (required)

[ Default Location

Select DNS endpoints
DNS endpoints serve as the point of resolution for DNS queries. Toggle on at least one endpoint for Cloudflare to assign to this location. Endpoint documentation.

IPv4 DNS

IPv6 DNS

DNS over TLS (DoT)
DNS over HTTPS (DoH) (\ )

@ Default locations require the DoH endpoint.
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Egress Policy D& E
Resolver PolicyME&5E
DNS Locations®D &5

Proxy Endpoint® &5
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Proxy Endpointz E & \=1={Z& T, flELTWARPZ AV A —)L LALLM/ R
(agentless)MPACT7AILIZ, E&E SN T=Proxy Endpoint#{§ €9 5_& T, HTTP
TAIWR) G BRASEAEINA[EEHRYET,

)


https://developers.cloudflare.com/cloudflare-one/connections/connect-devices/agentless/pac-files/
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proxy-test

Name

[ proxy-test ]

Source IP Address
Gateway will only proxy traffic from these IP addresses.
IPv4 or IPv6 CIDR
)= ]
IPv4 or IPv6 CIDR
/ Remove
8
IPv4 or IPv6 CIDR
/ Remove
8
IPv4 or IPv6 CIDR
/ Remove
8
Add IP
Proxy Endpoint

Use this proxy endpoint in a PAC file or your proxy configuration

Developer Docs 7
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1. Zero Trust& v aifi—EHin, CASB > Integrationsz21)v%

2. Add integrationz4')wy%

CLOUDFLARE

&

o

h

&

©

&)

syatsuzuka

Zero Trust overview
Analytics

Gateway

Access

CASB

Findings

Integrations

DLP

2 My Team

m@

Logs

Settings

«  Collapse sidebar

CASB / Integrations

CASB integrations

Integrate third-party Saa$ applications with Cloudflare’s Cloud Access Security Broker (CASB) to
scan, detect, and monitor security issues. (#8 Learn more

Secure your SaaS applications

Integrate with your Saas applications to scan, detect, and continuously monitors for security
issues.

Add your first integration

Check out our documentation for more information

Support ¥ av


https://one.dash.cloudflare.com/

CloudflareEfflza <

CLOUDFLARE’

Integration®;E 0

3. FAEFEE/TSaaSEMDIntegrationZzERD £, Add%
4. ARSI aVIZHRRWVEIEIREEZES ., SaverRay

Add a CASB Integration

Before integrating your application with CASB, confirm your SaaS account and permissions meet
key requirements.

% Learn more

Select an application

box

Box :
Dropbox O
Google Workspace i‘
Microsoft &
Slack

Atlassian Confluence

Github

Atlassian Jira

Salesforce

Github

Before integrating your application with CASB, confirm your Saa$ account and permissions meet
key requirements.

8 Learnmore

About

Identify important security issues across your GitHub organization, including repository and account misconfigurations,

overpermissive user access, best practices not followed, and more.

Security Findings

This integration looks for the following security findings. Findings highlight anything that may be off in your Github
environment.

Public repository missing security policy (Mediim

Repository publicly accessible Citcal

Two factor authentication disabled for Github Organization Citical

Github User does not have Two Factor Authentication enabled Mediim

Default branch without branch protection rules High

Moderate Vulnerabilities Found in Repository Dependency Mediim

High Vulnerabilities Found in Repository Dependency #igh

Low Found in Repository Low

Repository Has Deploy Key Older Than 180 Days Low

Repository has outside collaborator Medium
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Github

Before integrating your application with CASB, confirm your SaaS account and permissions meet
key requirements.

R Learn more

Create Integration

o Name your integration

GitHub

@ Authorize

@ Confirmation

Github

Before integrating your application with CASB, confirm your SaaS account and permissions meet
key requirements.

& Learn more

Create Integration

° Name your integration

e Authorize

Click "Authorize” to securely connect CASB to Github

@ Confirmation
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NJFALIRSN RSN -AL 21 —Z R TED

stLXa1UTARNENEONT-E . REDEFHEE TEEN
InstancesDERTEIFBETHAE T,

it =3 [£. Active

CASB findings

CASB findings are security issues detected within your integrated Saa$S applications.
&8 Learn more

Active Ignored

Your active findings showing 7-2 of 2

Manage detected security issues across your connected SaaS integrations. Click view to learn more about each finding

Q Search findings [[ ¥ Show filters I:‘

O Severity Finding type Instances Integration Date detected

8 Medium GitHub Repository has no Default Branch Protection 1 ¢) GitHub Today :

@] @ High GitHub Organization 2FA Disabled 1 ¢) GitHub Today H
1-2 of 2items  Items per page: 100

10of 1 page


https://developers.cloudflare.com/cloudflare-one/applications/scan-apps/manage-findings/

CLOUDFLARE

Integration® ;&0

Two-factor authentication

Requiring an additional authentication method adds another level of security for your organization.

() Require two-factor authentication for everyone in the nurturex organization.

Members, billing managers, and outside collaborators who do not have two-factor authentication enabled for their personal account will
be removed from the organization and will receive an email notifying them about the change.

Branch protection rules

Add branch protection rule
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1. Zero TrustZ v aii—FEHi5, CASB > Integrationsz71)v5
2. thrxigEF BintegrationHh i Configurationz:&4RL . Scan for findings%
BwBIE, LI ETHNIERBE@EmM SDelete R T D) w9

CASB integrations

Integrate third-party SaaS applications with Cloudflare’s Cloud Access Security Broker (CASB) to
sssss detect, and monitor security issues. Learn more

Your integrations
Manage and monitor the status of your existing integrations.

Q. search
pppppppppppppppp ed status
© Github 6558 @ A
Slack . & Slack 46550 @ A

Scan for findings

When enabled, CASB will actively scan for findings. Disable to pause scanning.


https://one.dash.cloudflare.com/

éACLOUDFLARE

Cloudflare DLPD#EES S U R TE

1. [XC&HIZ

2. Cloudflare ZTNAD#EER L UEETE
3. Cloudflare SWGD#EEH LUERTE
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1. DLP ProfileM&&5E
2. DLPRYS—DERK
3. DLPARY DOEER

ZB8) Cloudflare Docs - Scan HTTP Traffic with DLP



https://developers.cloudflare.com/cloudflare-one/policies/data-loss-prevention/dlp-policies/
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1. Zero TrustZ v aii—Ehvs, DLP > DLP Profilezx421)v%
2. FZEXZRDPredefined ProfileZ:E$RL . Configurex o)y

Data Loss Prevention profiles

DLP profiles contain sensitive data detections used to scan uploaded or downloaded files. You
can then apply Gateway HTTP policies to allow or disallow transfer of those files.

M Learn more

Your DLP profiles

To use Microsoft Information Protection(MIP) sensitivity labels, add your MIP account through CASB integration. Learn more

<+ Create profile | & Search

Profile type Detection entries enabled

Profile name

Credentials and Secrets PRE-DEFINED 0 H
Financial Information PRE-DEFINED 0

Social Security, Insurance, Tax, and Identifier Numbers PRE-DEFINED 0 :


https://one.dash.cloudflare.com/
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3. AzhfeLfzL Detection EntryZ:ZERD L. Save ProfiledRa>%&91)v%

Enabled DLP detections

Add existing predefined and integration entries or create new custom entries. Choose which detection entries you want to apply to uploaded or downloaded files through Gateway

HTTP policies.
Detection entry Type
Amazon AWS Access Key ID Pre-defined
Amazon AWS Secret Access Key Pre-defined
Google GCP API Key Pre-defined
Microsoft Azure Client Secret Pre-defined
SSH Private Key Pre-defined

Status

BBBAS
» SIS
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DLP ProfileD &
4. WEIZIEL T, Custom PolicyZ{& Rl &0

V)

\

ZH8) Cloudflare Docs - Confiqure a DLP profile
Z M) Cloudflare Docs - Build a custom profile

= nnw

¥ Add a custom entry

a. Select Add custom entry and give it a name.

b. In Value, enter a regular expression (or regex) that defines the text pattern you want to
detect. For example, test\d\d will detect the word test followed by 2 digits.

Regexes are written in Rust. We recommend validating your regex with Ru
Detected text patterns are limited to 1024 bytes in length.

Regexes with + are not supported as they are prone to exceeding the length limit. For
example a+ can detect an infinite number of a's. We recommend using a{min,max}
instead, such as a{1,1024} .

c. To save the detection entry, select Done.



https://developers.cloudflare.com/cloudflare-one/policies/data-loss-prevention/dlp-profiles/
https://developers.cloudflare.com/cloudflare-one/policies/data-loss-prevention/dlp-profiles/#build-a-custom-profile
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1. DLP Profile®i&5E
2. DLPARYL—DER
3. DLPARY DOEER

ZB8) Cloudflare Docs - Scan HTTP Traffic with DLP



https://developers.cloudflare.com/cloudflare-one/policies/data-loss-prevention/dlp-policies/
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1. matched-data-cliZz4#»>aO—K
2. O—AJJIPCTaTUREST
$ ./matched-data-cli generate-key-pair

3. ZCTHELNT=public_keyd K Uprivate_key 3 & DZRETRIRT 510,
AEICE->THL

ZH08) Cloudflare Docs - Generate a key pair in the commandline

» matched-data-cli $ ./matched-data-cli generate-key-pair

{

\

"private_key" :B"{

”put’)llc_ke}‘” . My

}



https://github.com/cloudflare/matched-data-cli
https://developers.cloudflare.com/waf/managed-rules/payload-logging/command-line/generate-key-pair/
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4. Zero TrustZ v amR—REhis, e @

Log DNS queries, network packets, andfor HTTP requests.

S etti n g > N etWO r k% 7 | J \\J 7 Gateway DNS logs Gateway Network logs Gateway HTTP logs

@ Capture all @ Capture all @ Capture all

O Capture only blocked O Capture only blocked O Capture only blocked

. .
5. DLP Payload Encryption public = co © oo Eps—
—_t - .
keylZHIEX THEZRL 7=public ke
S— 1 AL — Exclude Pl
When the feature is enabled, Gateway will log activity without capturing any personally identifiable information. This does not apply to Disabled
l @ ~ % Logpush logs. Read more about PIl in Zero Trust

Enable enhanced file detection

Disabled (9

Allows inspection and extraction of file information from your traffic. Learn more

\

Z M) Cloudflare Docs - Upload the o

.
D u b | I C kev to C | O u d f I a re Upload your public key to download SSH logs file. This key will be used to encrypt all SSH logs recorded via SSH command logging. m

DLP Payload Encryption public key

Input your public key to access payload log match data. Your key will be used to encrypt all payload logs recorded via DLP payload
logging.

r )



https://one.dash.cloudflare.com/
https://developers.cloudflare.com/cloudflare-one/policies/data-loss-prevention/dlp-policies/payload-logging/#2-upload-the-public-key-to-cloudflare
https://developers.cloudflare.com/cloudflare-one/policies/data-loss-prevention/dlp-policies/payload-logging/#2-upload-the-public-key-to-cloudflare
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6.

N

Zero TrustZ v amk—Khis,

Gateway > Firewall Policies >
HTTPZV)v)

Add a policy R2> 01w
Trafficd Selectorf i, DLP Profile
ZER

ActionZEiR

STEP 2

Build an expression
Set your policy’s scope by adding conditions within expression groupings. Conditions can be join
policy will evaluate on response

Traffic
Selector (Required) Operator (Required) Value
ﬂSe\eca... 'B(Select,. '}
Application

Content Categories

Destination Continent IP
Geolocation

Ide Destination Country IP
Geolocation

Destination IP Add Identity conditions to filter outbound traffic at the user

DLP Profile +A

De Domain



https://one.dash.cloudflare.com/
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10. Configure policy settingsT"Log the payload of matched rule"z=Fzv%
11.  Create a policy? kA %E491) 9
> CNTDLPRYSD—IZ&BR X H\GHIA

STEP 4

Configure policy settings

Log the payload of matched rule

urfaces encrypte matches In Gateway activity logs.

Display block page

Show a custom message to users who attempt to reach a blocked domain.

® To customize the block page message, enable the custom block page first.
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Z:H8) Cloudflare Docs - Create a DLP policy
Z:H8) Cloudflare Docs - Common DLP policies



https://developers.cloudflare.com/cloudflare-one/policies/data-loss-prevention/dlp-policies/#2-create-a-dlp-policy
https://developers.cloudflare.com/cloudflare-one/policies/data-loss-prevention/dlp-policies/common-policies/
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ZB8) Cloudflare Docs - Scan HTTP Traffic with DLP
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1. Zero Trust¥ v aifi—EM5, Logs > Gateway > HTTPZSUwo
2. policy: LLIEDLP profilesIZ#Ep LT=DLPR!) > —+ L<I&. DLP profileZ#

NN - 3
> DLPRYL—TJavyySnt-BIExHE

Email Action Method Policy Device
[ J | Block v || Al Methods v [AII Policies v || AllDevices v
. v\ S LA
Payload is isolated DLP profiles Date Time Range
( N
[ False v J L All profiles v ) Apr 4th 23:37 - Apr 5th 00:37 X ]
Host Email Action Request ID Time
BLOCK 1f4b59d2450000734b775a3400000001 Apr 52024 - 0:36:03
BLOCK 1f4b57ef930000734b77042400000001 Apr 52024 - 0:34:00
BLOCK 1f4b57f1c30000734b77044400000001 Apr 52024 - 0:34:00



https://one.dash.cloudflare.com/
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3. E}Z% [/:—F@—jéﬁ*ﬂbs Eiﬁ‘ﬂ]l:\l_;&_i%ﬁ? Matched Policies
4. Decrypt payload logilha> &)y oL., ®Rirdnd oo
S 4704 TPrivate KeyZ A /3
BRI RELGHEREFET SOV FHRATRRIN s

Policy Description
None

N U

DLP profiles

DLP-test

W

2 H8) Cloudflare Docs - View payload logs

DLP profile entries

credit number

Uploaded File Name(s)
None

Payload log match
The DLP matched portion of the request has been
logged. Enter your private key to decrypt the log.

I Decrypt payload log I

Report DLP false positive


https://developers.cloudflare.com/cloudflare-one/policies/data-loss-prevention/dlp-policies/payload-logging/#4-view-payload-logs
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Enter the private key to decrypt

Private Key (Required)

L Enter the private key ]

* For security, this key will not persist if you refresh this page or navigate away from the log.

Cancel Decrypt

Payload log match

Profiles matched: 1

DLP-test
s="ms-3 p-2 border">XXXXXXXXXXXXXXXX</p>

Close
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CASBEDLPZEHHETITFIALVZ1ZKCET, SaaS7 I r— 3y LD T—4A1Txt
LT.DLPZEATACET. MET —FDRBZTRMI HZELAIRETY,
BREESNT-IZBEIZ(E. CASB Findings& & U, DLPAY Mo Z DAREZHERLV -1
DI 3

$ M) Cloudflare Blog - Cloudflare CASB &DLPAEEEL TT—42%{R# 3 5440
7
Z M) Cloudflare Docs - Scan for sensitive data



https://blog.cloudflare.com/ja-jp/casb-dlp/
https://blog.cloudflare.com/ja-jp/casb-dlp/
https://developers.cloudflare.com/cloudflare-one/applications/scan-apps/casb-dlp/
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